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Creating a New My Payentry Account

To create an account on My Payentry, your administrator must first enable
your access.

After your administrator enables your access, you will receive an email with
a link to create your login credentials.

There are a few steps involved in signing in to My Payentry for the first time.
You will be asked to set up security for your account. In order to protect your
information, you are asked to set up two-factor authentication and save
backup recovery codes during account creation.

There are four steps required to create your account:

Step 1: Create Your Account

Step 2: Secure Your Account (Select Your Authentication Method)
Step 3: Secure Your Account (Enter Security Code)

Step 4: Backup Recovery Codes

Important: The website times out after 20 minutes of inactivity. If you step
away or lose a session while signing up, you may sign back in and resume
from the point that you left off as long as you have gotten past the “Step 1:
Create Your Account” page and created a username and password.
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Create Your Account

1. Go to your email and open a message from no-reply@payentry.com titled “Welcome To
My Payentry.”

Note: The email will most likely be the one that your employer has on record for you or
your work email.

2. Click on the Accept Invitation button inside the email. Your default internet browser
opens to the Create Your Account page. This is a unique link. Do not share it with anyone.

You have been Invited to start viewing your pay history, tax documents, and benedit information for CT0014 Covid Test Compary within the Payentry Employes
Fortal. Please click the link below to get started,

Accept Invitation

1 you need ferther assistance, please contact your employer.

Do ot reply Lo this email,

Thariks,
Payentry

3. Enter an Email Address. We Payentry’

recommend using a personal email @ P P @
address. In the event you leave your
company and no longer have access to ) B
your company email account, you will not Ly it e Bkt o e L
have a lapse in access to your personal
employment information, and in case you
need to reset your password or two-factor
authentication.

Create Your Account

Your email address will also be your
username. Secune Passaord Tips
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4. Enter your first and last name as they appear on your employee record.
5. Enter a phone number where you would like to receive authentication codes.

6. Enter a password. Make sure that the password strength meter shows at least “Strong” as
an indicator. Never settle for anything less to avoid future security issues.

For tips on how to create a strong password click on the Secure Password Tips link.

Note: We recommend that you use a mix of these characters: uppercase letters (A),
lowercase letters (b), numbers (9), symbols (#); and have a password that is at least 14
characters long.

Secure Password Tips
« Consider using a password manager program to keep track of your passwords, and to use a
randomly generated password.
« The password should be as long as possible, never just default to the minimum length.
+ Never reuse a password. Every online account should have a different password.

* Do not use passwords that are based on personal information that can be easily accessed or
guessed.

* Use a mix of characters (upper-case, lower-case, numbers, and symbols).

¢ Avoid common substitutions ("P@55w0rd" is not more secure than "Password").

* Do not use sinile words that can be found in ai dictionaiof ani Ianiuaie.

7. Double check all your information and then click Continue.
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Secure Your Account

Two-Factor Authentication provides an extra layer of security for your account to keep
personal information safe. It requires you to enter a security code in addition to your
username and password when you sign in to make sure only you can access your account.

8. Select a two-factor authentication method to use to receive your security codes. There
are three authentication methods to choose from:

* Authenticator App - TOTP (Time-based One-Time Password) apps such as: Authy,
Google Authenticator, or Microsoft Authenticator generate a random security code
every 30 seconds. Authentication apps are the most secure two-factor option and do not
require cell service to work. This is the recommmended authentication method.

e Text - Security codes are sent

by text message to your phone. Payentry
i i =N N
This method is dependent on © =) () O)
your cell phone provider and Secure Your Account
th|rd pa rty SerViceS Messaging To keep vour data safe, we require you to enter a Security Code when you login.

Please select your preferred option.

rates may apply.

Learn Mare

- I AUTHENTICATOR APP
e Call - Security cgdes arg sent by il
a phone call during which an e
automated voice recites the ® e )

security code to you. This
method is dependent on your
phone provider and third party
services.

oA |

Chanae Phone Number

T —
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Secure Your Account
(Enter Security Code)

Payentry’

@ 2 O, ®
9. Enter the security code you received
using the authentication method Secure Your Account
selected. See examples of each type
below.

* Authenticator App - Scan the QR
code shown on the screen using
your authenticator app. Then, enter
the security code provided in the
field. Enter Security Code

el COMTINUE |
Note: This image is provided for R
demonstration purposes only.

Payentry’

o Text - Security codes are sent by 0 © (3) O
text message to your phone. This Secure Your Account
methOd iS dependent on yOUr A Security Code has been sent to your phone number:
cellphone provider and third party Resend Code
services. Messaging rates may apply. Enter Security Code

BACK

 Call - Security codes are sent by a Payentry’
H H =
phone call during which an & & ) O)
automated voice recites the security T O
COde to yOU, ThIS method iS A Security Code has been sent to your phone number:

dependent on your phone provider
and third party services.

Resend Code

Enter Security Code

| eack |[MeeltlNVI=N

10. Click “Continue” after you enter the security code to continue on to the final step.
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Backup Recovery Codes

If you lose access to your phone or get a new phone number, you will need one of these one-
time-use recovery codes to access your Payentry account. Keep these recovery codes
somewhere safe but accessible.

11. Select to either Copy, Save, or Print your recovery codes.

Payentry’

e Copy - This will copy the codes to your
clipboard. Paste them into Word or ¢ & ©
Notepad. Save this file in a secure,
password-protected folder.

O

Backup Recovery Codes

L4 Save - The COdeS Wl” dOWnload In a In the event you cannot receive a Two-Factor Security
Code because you lost your phone or a new phone
text document to your computer'’s number.you vl need one of these one-ume use
. Recowvery Codes to access your Payentry account.
designated Downloads folder under O -
the name “Payentry-recovery-codes.” Sccessre
TA5E4- 44950 95137-60769
Please make sure to move the Se i —
document to a more secure location oo P

OSTOE-ETT42 19303-68414

on your computer. Preferably a
password protected folder.

00810 Recovery codes used a5 of %7202

& Save 8 Print

 Print - This will open the print dialog oy

1 confirm that | have written deown, printed, or saved
these recovery codes for future use.

for your computer. Once you print the
page, please make sure to keep itina
secure |location.

12. Next, check the box to to verify that you have saved the recovery codes in some fashion.
The Continue button will only become enabled once you have checked this box.

13. Click Continue.

If you have created your new account with the same email address that the initial email
invitation was sent to, you are all set. You may now proceed to My Payentry to login. However,
if you used a new email address to create your account, please proceed to the next section to
Confirm Your Email Address.




P

Payentry-

Confirm Your Email Address

Payentry’
If you have decided to connect a new o e o °
email address to your My Payentry Email Verification Required
account, you will be required to confirm <
that email once you have reached the last =
step |n the account Creation process’ Or if Be!oreycu CAan access your account, we need to confirm your email address.
. . Please open the email we just sent to

at any point you lost your session or had to «@gmaii.com

. and click the link to confirm.
step away before accessing your account.

If you need further assistance, please contact your employer.

Please open the email that you received and click the button to Confirm Email.

Confirm Your Payentry Account = linkexx &

" ZWPM(1BRourE ag0) Ty

o mpay.maring =

Miranda Prics,

“You have successfully created your Payeniry account. but before you can start using B we need you 1o verify your emal address by clicking the link balow.

CONFIRM EMAIL

If you need further assistance please comtact your employer

Do not reply 10 this email

Tharks,

Payentry NOTICE OF CONFIDENTIALITY This e-maid and any attachmants thereto are intended only for use by the addressee(s) named harein and may b
propeistary andior legally pevlleged. H you are not the intended recipient of this e-mail you are hereby ‘copying of this.
amall. and any thargto, without the pi isshon of the sendser is strictly probibited. L all In arror, plaase

telephone of e-mad the sender and permanantly delete the originl copy and arry copy of this e-mail, and ary p A
agreemaents referred or altached 1o this e-mail are SUBJECT TO CONTRACT. The conterts of an attachment to this ¢-mail may contain software viruses that could

damage your own computer system. Whils MPAY Inc. Payentry. SafeDepasit have taken evory reasonable precaution to minimize this risk. we cannat accep! Eabiity
for amy damage that you swstain a3 @ resull of software viruses. You should cary out your own vins checks befice apening any

Once you have confirmed your email, you may now proceed to My Payentry to login.




